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Copyright protection claimed includes all forms and matters of copyrightable material and information now or
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programs which are displayed on the screen, such as icons, screen displays, graphics, user interfaces, etc.

ChartMaker Medical Suite is a registered trademark of STI Computer Services, Inc.

All other trademarks and registered trademarks are the properties of their respective companies or mark
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Prior to being able to electronically send controlled substance prescriptions to a pharmacy,
several steps must occur. The following information will get you on your way to becoming an
EPCS-enabled provider.

The following is a checklist of items that must be completed in order to e-prescribe controlled
substances through ChartMaker® Clinical:

ifﬂ Enrollment, Identify Proofing and Token Purchase through sticomputer.com

Upgrade your system to ChartMaker® Medical Suite to product version 1
ChartMaker 2015 (File version 5.5.0.3.6.2 or higher) |

O (NY Only) Report your EPCS software to the BNE J
o -
Install the SafeNet driver (using the CD received from IdenTrust) on any
device you will be e-prescribing from (including the server if users are
remoting in to connect to ChartMaker® Clinical)
. -

Download the certificate to the IdenTrust Token (via the internet)
Instructions on how to complete this are included in the instructions sent with the
IdenTrust Token as well as in this manual

il
Configure EPCS within ChartMaker® Clinical
Logical Access Users
Prescriber Setup
Token Linkage
EPCS Prescriber Authorization
™
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CHARTMAKER MEDICAL SUITE & IDENTRUST ENROLLMENT

Every provider who would like to electronically prescribe controlled substances will need to
enroll for this functionality with STI Computer Services, nc. as well as purchase an IdenTrust
Token in order for Two-Factor Authentication to be performed.

A Token must be purchased per provider intending to e-prescribe controlled substances.
Additionally, the information entered when purchasing the Token must be the Token
Holders (i.e. the provider).

To enroll for EPCS using ChartMaker® Clinical:
1. Open a web browser and go to www.sticomputer.com

2. Click the “Enrollments” link from the top
3. Click “Electronic Prescribing of Controlled Substances (EPCS)”
4. Fill out the applicable information and click “Submit”

NOTE: This enroliment form will notify STI of your intent to enroll in the EPCS program.
You must continue below to purchase the appropriate token and certificate from
IndenTrust. You will not be able to complete configuration within ChartMaker® Medical
Suite until your token and certificate are received and installed. The ldenTrust certificate
must be installed on any device that your provider intends to electronically prescribe
controlled substances from.

IdenTrust
5. Click “IdenTrust Click Here” (IKEINaaN)

6. Click “Buy Now” next to IGC Basic Unaffiliated Hardware Two Year Certificate $109.00 +
Hardware

£E IdenTrust Global Comm: % Y1

C' | [ www.identrusteomyige/st

IdenTrust.. Global Common Certificates

STl Computer Services, Inc.

Prascribar |dentity Proofing and Token Purchasa

“'I Computer Services, Inc has partnered with IdenTrust, o provide the identity proofing and issuance of
£ f

ErScampulie com
lcale tokens that are used to digitalty 3|gn and elecironically send prescriptions for controlled g

5. By providng the requined information to 1genTrustyou will have the abiiity 1 seamiessly complete
remot e mem" procfing that will be valid for two years. CUSTOMER SUPPORT

SCRIBER OF THE CERTIFICATE SHOULD HAVE EXCLUSIVE USE OF THEIR co

FICATE IS YOUR FORM OF IDENTIFICATION, SIMILAR T0 YOLUIR PASSEORT * EMEURRINEZEliomputer.com
s an Authorized Certificale + www sticomputer com
(Passphrase) to anyone

Please note: OMLY THE SUE!
TOKEN - THE DIGITAL
OR DRIVER'S LICE
Authority 1o revoke i
ather than the subscriber.

GC Cerlificale Policy, il is our respon
N a case of I05s or disclosure of the private key

RELATED CONTENT
+ IGC Home
h the LI S Federal Bridge Certificate + IGC Buy
y ange 5 and applications. Each individual 1GC
Certificate inchides bath a certificate for authen (‘r‘]ll'{l =.|nn and a certificate for encryption. To learm
IGC Cerlificales, please visit www identus! i rm.himl. Click on the link below to begin the + IGC Panners
tion process for your IGC Certificate

IdenTrust Global Common Certificates (IGC)

+ I3C Leam

+ IGC Suppont
During the registration process, you will be pressnted with hardware storage optiens for your + 1GC FAQS
certificate. Please select USB Token.
+ Signin
+ IGC Basic Unaffiliated Hardware Two Year Certificate $109.00 + Hardware
DOWNLOAD S
Flease note for EPCS sig ilization of f; ication (2FA) is required by the DEA. + 13C Palicies, Forms and
Yau wil havi the option to select either a FIPS 140.2 Secunty Level 1 USE Token or a Smart Card that !‘IPPI‘. NI
b our Certificate to meet the 2FA require r Agros itz

re and drivers necessary for e hardware

+ CACenvicate Chain - IGC
Ingividual Certificates

Hardware pricing, depending an need:
S8 token 543 + CACendcats Chain - IGC
58 token & Extension Cable $52 Dewvice and 551 Certificates

*Hardware certificates must be retneved using Intemet Explorer. Once retrieved, vou may wse vour hardware certificate with any
spslieation that supgorts standard . SO0 catfizates. USEFUL LINKS
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7. Click “I'm Ready — Let’s Start My Application”

IdenTrust_ Global Common Certificates

Application Step 1 of 7 » Overview =»Storage »You »Password »Agreement »Payment »Done

Getting Your IGC Basic Assurance Unaffiliated Certificate is as EASY
as1—2-3

1 - Apply

Complete the Online Application — Start below.

2 - Get Verified

This phase, carried out by ldenTrust Services, LLC (ldenTrust), consists of validating the information you
provide against independent data sources. You need to do nothing during this stage; you will receive a
retrieval kit in the mail from ldenTrust if your application is approved.

3 - Get Your Certificate

This phase consists of generating your keys for use. This phase begins once you have received your
retrieval kit.

Before you begin your application, have the following ready:

+ Credit Card information for address verification only (not used for payment)
« Payment method information: Credit Card, Order Number or Voucher Number
« Valid Email Address

X Cancel I'm Ready — Let's Start My Application >

8. Click “Next”

IdenTrust  Global Common Certificates

Application Step 2 of 7 » Overview = Storage =»You »Password = Agreement »Payment »Done

Compatibility Check

Your web browser and operating system combination may not be compatible for retrieving and using the
digital certificate you have selected.

At the end of the application, more information will be given concerning which browsers are compatible

for your digital certificate.

X Cancel < Back W
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9. Select the radio button for “You want to buy a new USB Token (add $48.00 USD)” and click
“Next”

IdenTrust_ Global Common Certificates

Application Step 2 of 7 » Overview »Storage =»You »Password »Agreement »Payment = Done

Which Device Would You Like to Use?

Select @ mechanism for storing your IGC Basic Assurance Unaffiliated Certificate from the options below. A
hardware device, such as a smart card or USB token, offers the highest level of protection for your digital
certificate. You will receive your hardware after your application has been approved.

=

Smart Card =

I You already have a Smart Card you plan to use
) You want to buy a new Smart Card (add $40.00 USD)

) You want to buy a new Smart Card and a card reader (add $60.00 USD)

USB Token ¢,

' You already have a USB Token you plan to use

) You want to buy a new USB Token (add $48.00 USD)

) You want to buy a new USB Token and an extension cable (add $52.00 USD)

Hybrid PKI/OTP Token \»

) You want to buy a new Hybrid PKI/OTP Token (add $128.00 USD)

X Cancel < Back |W

10. Click “Yes, This is Correct — Continue ”

IdenTrust,A Global Common Certificates

Application Step 2 of 7 = Overview =5torage »You »Password »Agreement »Payment »Done

Let's Verify Your Selections

You have selected

» IGC Basic Assurance Unaffiliated Certificate
« Mew USE Token

Total Price: $157.00 USD

Your certificate will be stored on a USB token that plugs into your computer's USB port.

P TR AU Yes, This is Correct — Continue >
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11. Fill out your information and click “Next”

IdenTrust_Global Common Certificates

Application Step 3 of 7 = Overview =Storage »You »Password »Agreement »Payment »Done

Getting to Know You

Name and Address

The information you provide below will be checked against independent data sources to verify your
identity. Only your full name and e-mail address will appear in your certificate. We will hold all your
personal information in strict confidence and will not share it with any third party without your prior
consent. ldenTrust has adopted privacy principles that reflect our strong commitment to safeguarding your
personal information. Please see our Privacy Policy for more information.

* Indicates required fields

First Name®

|
Middle Initial [ ]

Last Name* | |

Has your last name changed within the last 6 months? " Yes ® No
Home Address Line 1* | |
Home Address Line 2 | |
City* |
State’
Postal Code* |:|

Has your address changed in the last 6 months? ' Yes '® MNo

Is the U.5. Postal Service able to deliver to this address? '® Yes = No ' Mot sure

X Cancel < Back Next >

12. Fill out your information and click “Next”

fT

IdenTrust Global Common Certificates

Application Step 3 of 7 »Overview »Storage » You »Password »Agreement »Payment » Done

Getting to Know You Better

Personal Information - Continued

The information you provide below will be checked against independent data sources to verify your
identity. Only your full name and e-mail address will appear in your certificate. We will hold all your
personal information in strict confidence and will not share it with any third party without your prior
consent. ldenTrust has adopted privacy principles that reflect our strong commitment to safeguarding your
personal information. Please see our Privacy Policy for more information.

* Indicates required fields

Date of Birth® MM ) /DD s yyyy

Social Security #

Photo ID Type*

Photo ID #* |
Photo ID State*

Photo ID Expiration™ /

E-mail Address* | |

Home Phone-

Office Phone |=‘—'==-=‘—'=-¥=¥i—— | Ext. | |

X Cancel < Back Next >
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13. Enter your payment information and click “Next”

IdenTrust_Global Common Certificates

Application Step 3 of 7 = Overview »Storage » You » Password » Agreement » Payment » Done

Let's Verify Your Delivery Address

This is not a payment. The credit card number provided will not be billed by IdenTrust. ldenTrust uses
several pieces of personal identifiers to verify applications; the credit card number provided will be used
to verify your delivery address.

IdenTrust has adopted privacy principles that reflect our strong commitment to safeguarding your personal
information. Click here to view our Privacy Policy for more information.

* Indicates required fields

Credit Card Type * IVisa ) Mastercard ' American Express
Credit Card # * | |

Credit Card Expiration * [month v | / [year v |

X Cancel < Back |w

14. Confirm your information and click “Yes and Continue”

15. Read the disclaimer and click “| Don’t Want That — I'll Remember My Passwords”

Page | 8

IdenTrust  Global Common Certificates

Application Step 4 of 7 »Overview »Storage »You »Password = Agreement »Payment »Done

Remember Your Passwords

Here at ldenTrust, we are often contacted by people who have forgotten their passwords. We will always
try to help. Unfortunately, in many cases, there is nothing we can do, and you, the customer, will have to
start aver to apply for a new certificate.

There are two passwords you will need to remember:

Account Password

Mext, you will create your Account Password with Secret Questions and Answers. This
password will be used to download your certificate after your application is approved. If this

Account Password is forgotten, you may reset it using Your Secret Questions and Answers.

If you are unable to recall the Answers to your Secret Questions, you will have to start over and apply
again.

Token Passcode

A passcode is required for the hardware which will store your certificate. You will create the passcode
when you download your certificate. The Token Passcode must be entered when you use your certificate.

If the token passcode is forgotten, your certificate is locked and can not be recovered, so you would need
to purchase a new IGC Basic Assurance Unaffiliated Certificate.

PE=LES IR LS | Don't Want That — I'lll Remember My Passwords >
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16. Create a Password and Secret Questions and click “Next”

IdenTrust  Global Common Certificates

Application Step 4 of 7 » Overview »Storage » You »Password »Agreement » Payment »Done

Create Your Account Password

Account Password

Tips for Creating Your Account Password:

= lowercase or uppercase letters, or numbers

= B8-30 characters in length

= may net use special characters (, ), %, ", /, =and*

Your Account Password | |

Re-type Account Password | |

Secret Questions

Please select three questions and create your answers, Your Account Password can only be reset by typing
your answers exactly as you do here. Answers are limited to 1-30 characters, using letters and numbers
only.

Question 1 |What is the middle name of your youngest child? v |

‘our Answer | |

Question 2 | In what city was your mother born? v |

Your Answer | |

Question 3 |What is the name of the school in which you attended third grade? v

our Answer | |

X Cancel < Back W

17. Check the box for “I have reviewed, and | hereby sign and accept the complete terms of
the Subscriber Agreement” and click “Next”

IdenTrust  Global Common Certificates

Application Step 5 of 7 » Overview »Storage »You »Password » Agreement »Payment »Done

Accepting the Subscriber Agreement

In order to continue with the application, you must read and accept the following Subscriber Agreement.

By accepting the Subscriber Agreement, you understand and agree to indicate you understand and agree to
IdenTrust's responsibilities and warranties as the provider of your Certificate, as well as your obligations
and warranties to ldenTrust. The privacy principles governing this application demonstrate a strong
commitment to safeguarding your personal information. Please view our Privacy Policy.

[ 1 have reviewed, and | hereby sign and accept the complete terms of the Subscriber Agreement

To accept this information and continue the Application Phase, choose "Mext »"
If you do not agree to these terms and conditions, choose "Cancel” and your application will be
terminated.

X Cancel < Back W
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18. Select your method of payment and click “Next”

IdenTrust_ Global Common Certificates

Application Step 6 of 7 = Overview =»Storage »You »Password » Agreement »Payment » Done

Paying for Your Digital Certificate

Review Your Purchase

You are purchasing the following item(s):

IGC Basic Assurance Unaffiliated $109.00 USD
Certificate

Mew USE Token 548.00 USD
Total Price 5157.00 USD

How Would You Like to Pay?
® Credit Card

" Order Number

' Voucher Number

X Cancel < Back W

19. Enter your payment details and click “Next”

20. Review your information and click “Submit Application for Approval”

oy

IdenTrust_ Global Common Certificates

Application Step 6 of 7 »Overview »Storage »You =»Password » Agreement = Payment » Done

Review Your Purchase

Voucher Information - Review

Please take a moment to reviews your information before submitting.

Vou may print a copy of this page now for your records.

Billing Information

Voucher X

Order Summary
IGC Basic Assurance Unaffiliated Certificate $109.00 USD

Mewy USB Token 548.00 USD
Shipping 50.00 USD
Total Price $157.00 USD

X Cancel < Back Submit Application for Approval >
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21. Click “Finish”

IdenTrust_ Global Common Certificates

Application Step » Overview »Storage »You »Password »Agreement »Payment » Done

Congratulations!

Thank you for applying for your IGC Basic Assurance Unaffiliated Certificate. You have completed the
application phase. IdenTrust will now initiate the approval of your application.

Remember, there are 3 Phases in the process of obtaining your 1GC Basic Assurance Unaffiliated
Certificate. You have just completed the first of these, the Application Process.

ldenTrust will now complete the second phase of your application, Approval. If successful, you will need
to complete the final phase, Retrieval, to ebtain your certificate.

How Do | Verify My Email Address?

Step 1. Go to your email to check for your Verification Code sent from trustsource®@identrust.com
Step 2. Follow the directions in the email to verify your email address.

If you have not received your Verification Code from trustsource@identrust.com after a brief period, you

may

e Check your bulk email folder for this email
« Verify that your spam filters allow you to receive emails from trustsource@identrust.com; this may
require the assistance of your system administrator

* Request your Verification Code be emailed again by going to
https://secure.identrust. com/app/resendEmailVerification?id=420700584

Email Verification must be completed (within 30 days) for IdenTrust to approve your account.

22. Click “Close”

Page | 11

IdenTrust_ Global Common Certificates

Application Step 7 of 7 »Overview »Storage »You »Password » Agreement »Payment » Done

Please Understand for Getting Your Digital Certificate

As previously noted, your current browser is not compatible for retrieving your digital certificate.

For retrieval, you will need to use a compatible browser.

Compatible browsers are |nternet Explorer or Firefox.

Updated 3/5/2015 Electronic Prescribing of Controlled Substances (EPCS)



Completing Verification:
You most likely will receive several emails from IdenTrust after completing the enroliment process:

confirmation, a registration approval and a request to verify your email address.

1. Click on the link from within the email

Tue 11/16/2014 5:31 PM

helpdesk@identrust.com
Please Verify Your Email Address

& Click here to download pictures. To help protect your privacy, Outlook prevented automatic downlead of some pictures in this message.

idenTrust I We Put the Trust in Identity

Please Verify Your Email Address

bula,

You are receiving this email because you have applied for a digital certificate with

IdenTrust. As part of the verification process we will need to verify your email address.

Please follow these simple instructions to verify your email:

1. Go to: www.lden Trust.comiverify

2._Enter the email verification code- VRFY -

3. Enter the Account Password you created during the application process.
4. Click 'Next'

This email verification must be completed before we can begin processing your
application.

Please contact IdenTrust Customer Support with any gquestions by sending e-mail to
HelpDesk@lden Trust com, or call 888-2458-4447 Customer Support Representatives
are available to assist you Monday through Friday, 6 am. to 6 p.m. Mountain Time.

Thank you again for choosing ldenTrust as your passport to trusted electronic
transactions. Please let us know if we can be of further assistance with your digital
certificate needs.

Sincerely,

Certificate Registration Department
www.ldenTrust.com

Chat live between 1:00 am and 6:00 pm M5T:
http//ldenTrust comichat

2. Enter the Verification Code and Password and click “Next”

Page | 12
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ADDITIONAL ENROLLMENTS

Check with your state regulations to see if your practitioner needs to enroll or notify any other

entity of your intent to electronically prescribe controlled substances.

For example, in the state of New York, practitioners must have an HCS account (also used to
log into I-STOP), must query the Prescription Monitoring Program (PMP) Registry when writing
prescriptions for Schedule Il, Ill, and IV controlled substances and must notify the Bureau of

Narcotic Enforcement (BNE) of the EMR software you are utilizing.

To notify the BNE of your software vendor (all providers except PASs):
1. Open a web browser and go to https://commerce.health.state.ny.us

2. Enter your User ID and Password and click “Sign In”

/@ Log onto the Hesth Con x

* C B hupsy//commerce.health.state.ny.us/puk

Phcasc bogjin 1o begin asing the Heallh Comenere Spatem

w9

7y

I you expersemce any issues with version 4.0 please send an e-mail ta
hessutreachhealrh. state siy.us

. User Id:
NYSDOH -~

A

Health Commierce System

Password:

Sgn In
Forgot your password?

T use the forgotten password feature you must first activate it
see the Quick Referen e

Forgot your user ID?

Ancdrew M Coome, Governer | Heoward Zucker, Acting Commissioner

ickston of the S4¢ UMy 80D wbe B ement [&.5
Sharing your 85Ut weri and passwond Wi
il resul in the temporary

rt

rerndinl nc ten i Baken by nuecuthes o you
tozaey
remnoval of the account.

Contacting the Commert Atcounts Managemént
UK [CAML) wEh Somesnd slse's scount
iPformation wil resul in T 8¢ cunt beng dsabled
due b0 8 security bresch

Important Site Notices

& For passwond and

Cen - £ state ry us I you sre
Expevient g bec ik ol Y GURSTS. WE Ihe ske.
The Office of Cyber Secunty necessitates that

pasawords for secured sites meet minimism
PequirsmEnts. View the password requirements,

3. Click “My Content” and then select “All Applications”

; N
7l A Home ~ L MyContent~  #Print  QSearch @ Help~
Bk Cometc Syl
Welcome Diane A Documents by Group
Dimond
search L My Favorites
Q  System Not
- Please note: As , CS (v3) wil
My Applications not be accessible My Applications 35 than 1%
of HCS users ac rontinued
usage and suppc Al Applications
Acronyms &
Abbreviations
Important | Change my password...
Application Access (@
Ebola Review the password rules Visualization
Response 2| Portal
CART E— _
Change my secret questions...
Important |
Cong Malformations @ Enable the forgotten password feature...
Posted  Priority Ke Recipient
Report my user ID or password stolen...
Coord Account
Tools - HCS @
Leam more about HCS security
[ https;//commerce.health.state.ny.us/hes/allApps.html |

4.
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5. Click “Registration for Official Prescription and e-Prescribing Systems (ROPES)”

. M )
ﬁcs‘ frHome - KMy Content - @ Print Q Search £ Help- “
Health C ce System Applicati BVrew Help
Browse by [ 8] [c| (o] [&] ¢ &| [u] [« 11| [m]m] [a] [¢] [a] ] [& 7] u] [v] w
Wiew All
Application Name Acronym  Profile Restricted  Add/Remove
Readmess Assessment Uload (1] (]
Regster Medical Practice (1] (+]
Registration for Official Prescription anglg-Prescribing Systems
ROPES) \‘5 i o (+]
F escnpbion and e-Frescrir ,}
Role Logkup Ted! (Communications Directory) L] +]
hittps:// commercehealth.stabeny.us/doh2/ apphnks/opes | N

6. Type in the Software Provider (STI Computer Services, Inc.), Name of Software
Application (ChartMaker® Medical Suite) and Software Version (ChartMaker 2015), and
save the information

]
H’CS\ A Home = & My Content »  dPrimt QL Search £ Help~ 1
This registration is only 12:uired for practitioners issuing electronic prescriptions for controlled substances.
Practitionsr EPCS Regiatration
[ PocitonerMame | Prolession | NYS Licesso Number DEA Number |
Cam Ciane Ariana [ 1EOnEY ADVIEA13

Pracutic

Practifioner T Mumbeer

e emation (Select from sofiwase reference liwi drop down or emier i below )
|| Softwso Provider | Neme of Softwas Application | Softwar Varsion |
~i BT Compuier Servioes, lno. Charsisksn Madioal Bulls _'Dh:ml:l.:r 26 0
]
~

NOTE: After the selections have been designated one time, they should be available for
other providers. You will receive a confirmation dialog similar to this:

=
r N
HCS" M Home ~ A My Content ~ @Print @ Search 4 Help~=

REGISTRATION FOR UFFICIAL PRESCRIPTIONS AND E-PRESCRIBING SYSTEMS

Thank you for successfully registering vour E-Prescribing Systems

Practitioner Name: STI Madical Practics

Profession: Msicsl

NYS License Number: 1Z3456TE

DEA Number: IMBMALE

Number of registersd EPCS Systems: 1 +]
Registration is valid through: Fabruary 2, 2017

To notify the BNE of your software vendor (for PAS):
1. Print the applicable form (found in the Appendix on page 30)

2. Enter the following information where necessary:
Vendor Name: STI Computer Services, Inc.
Product Name: ChartMaker® Medical Suite
Product Version: ChartMaker 2015

3. Submit the form to the BNE
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HARDWARE SETUP

The following steps will need to be taken by someone in your practice in order to prepare your
computer(s) and/or Tokens to be used to electronically prescribe controlled substances. Once
you receive the IdenTrust Token and instructions (including CD) in the mail, you may proceed

with the following steps.

SafeNet Driver

The SafeNet Driver must be installed on every device that your provider intends to e-prescribe
controlled substances from. If you do not have the CD that came with your IdenTrust Token,
please call Clinical Support.

To install the SafeNet Driver:
1. Insert the IdenTrust (EPCS SafeNet Authentication Client) CD into your computer

2. When prompted with an AutoPlay dialog, select “Run setup.exe”

i’ DVD RW Drive (E) CDU 6.3
=

[T Always de this for software and games:

Install or run program from your media

v Run setup.exe
&= Published by IdenTrust, Inc.

General options

Open folder to view files
using Windows Explorer

View more AutoPlay options in Control Panel

3. Select “Install the Utility Software”

IdenTrust.

WE PUT THE TRUST IN IDENTITY

’ View Installation Guide (Requires Adobe Acobat) ]l

’ Install Adobe Acrobat Reader ]l

I 5 Install the Utility Software Ii

4. Select “Yes” to restart your computer when prompted

ALTERNATE METHOD: You may select “No” and do it at a later time but do not
attempt to proceed with additional EPCS setup until your computer has been rebooted.
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5. Repeat steps 1 — 4 on any computer the provider intends to e-prescribe controlled

substances from

NOTE: This process must also be completed on your server if anyone accessing

ChartMaker® Medical Suite remotely.

To modify the automatic logoff setting (REQUIRED):

1. Click the arrow in your system tray

10023

intmert Request zPatiert. Test

el Message

1=Read Receipt Requested

[ Show Completed Items
O
=
5
ol
5 0
W [§ ¢ L/
oW ¥ <
‘;5;
<
m
Customize... 2
&
U

F=1
| 1
2. Right-click on the SafeNet icon ( “* ) and select “Tools”
10029
st ePalient, Test —|
ipt Requested 7] Show Completed ltems
Toals
About
Change Token Passcode
Certificate Information
Exit
= ‘ %
Customize... %
- e 1:45AM Il
= 12/9/2014
3. Click the “Advanced View” icon (‘-ﬁ)

"8 SafeNet Authentication CllErETon\i s S el e
SafeNet Authentication Client ® i1 2 @

’ IdenTrust Taken

/

He KK

Rename Token
Changs Token Passcode
Unlack Token
® Delets Token Content

p View Taken Info
Disconnect SafeNet eToken Yirtual

www.safenet-inc.com
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4. Click “Client Settings” from the left

5. Click the “Advanced” tab

e = = = T =
(S) SafeNet Authentication Client Tools =0
e NN _— —— - =
4
3 15664UG505\16413
D$66AS55 06084401 W5
SafeNet. :
SafeNet Authentication Client @ © i ] &
Passcode Quality Advanced i
Minimurn length (characters) ]
£ SafeNet Authertication Client T, | Maxdmum length (characters) 10 !
- «§ Takens Minirurn usage period (days) ] 2
. B IdenTrust Token Masimurm usage period (days) [3 ]
Usercertificates | g i otion warning period (days) [ = il
[El cA certificates I
- . History size ] B
s aximurm consecutive repetitions 3
Aust meet complexity req At least 3 types Ml
rrrrrrrr Manual Complexity Rules il
Hurnerals Fermitted E il
Upper-case letters Permitted = H
Lower-case |etters Permitted 3 I
Special characters Permitted z
A ¢ 1 A www.safenet-inc.com
7 26D°5 ;
|
- — - = - e =
(S) SafeMet Authentication Client Tocls =]
- Jra— —— - -
i
3 15684UGS05\16413
SafeNet $66A55° (60 6+4Q1WSE
SafeNet Authentication Client @ O i ? &
Passcode Quallty | | Advanced i
Minimurn length (ERaTsCters 8 B
- Safehlet Authentication Client T, | M®mum length {characters) 16 = !
£ 4§ Tokens Minirmurm usage period (days) 0 ]
= 8 IdenTrust Token Maxirmum usage period {days) 0 =
] grzs;ﬁ:ﬁ:ﬁ:ﬁ’ Expiration warning period (days) 0 = :
Settings History size 0 B
s Maximum consecutive repetitions 3 = I
IMust meet complexity requirements At least 3 types < I
rrrrrrrr Manual Complexity Rules -----—--mwmwewmmom oo oeomoee i
Mumerals Permitted 3 |
Upper-case letters Permitted = I
Lower-case letters Permitted = I
Special characters Permitted =
A SEE5DS 664 www.safenet-inc.com
7 2605 \
Il

6. Change “Automatic logoff after token inactivity (in minutes)” to “Always”
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SafeNet Authentication Client -3 @

SafeNet Authentication Client Tocls [~
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- SafeNet Authentication Client T...
= &% Tokens
- % IdenTrust Token
[5] User certificates
CA centificates

Passcode Quality | Advanced

Copy user certificates to the local store

Copy CA cettificates to the local stare

Enable single logon

Allow Passcade quality configuration on token after initialization

Allow only an administrator to configure Passcode quality on token

L "

FEEOEE

- 4% Settings
8% Client Settings

Automatic logoff after token inactivity (in minutes):

“y Enable Logging
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7. Click “Save”

8. Click the red x (@) to close the SafeNet Authentication Client Tools dialog

RDP Settings

If you are remoting to the server to access ChartMaker® Clinical, you must allow the RDP
session to view your local drives and devices so that it recognizes the IdenTrust Token.

To configure the RDP to recognize the Token:
1. Open the RDP (i.e. Start > All Programs > Accessories > Remote Desktop Connection)

2. Click the down arrow next to “Options” (= 2ton

3. Click the “Local Resources” tab
4. Click “More”

5. Check the box for “Smart cards”, “Ports”, “Drives” and “Other supported Plug and Play
(PnP) devices”

6. Click the plus sign (*) next to “Other supported Plug and Play (PnP) devices”

7. Check the box for “Devices that | plug in later”

& Remote Desktop Cennection @

| Remote Desktop
“+»¢) Connection

Local devices and resources
Choose the devices and resounces on this computer that you want to
use in your remote session.
Smart cards
Ports
Drives

= [¥]Cther supported Plug and Play (PnP) devices
[¥] Devices that | plug in later

Which devices can | use in my remote session?

Eok [ Cancel

8. Click “OK”

9. Click the “General” tab and then save your RDP connection by either clicking “Save” or
“Save As...”
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Token Certificate

Prior to using the IdenTrust Token, you must download the certificate to the Token within 90
days from the date of approval. If your certificate is not retrieved within this timeframe, your
account will be automatically closed and you will be required to apply for a new certificate.

To download the certificate to the IdenTrust Token:
1. Insert the IdenTrust Token into a USB port in your computer

NOTE: If this is a new, unused USB Token or Token where certificates have not already
been installed, you will be prompted to change the Token password. Once prompted,
click “OK” and proceed with changing your password. The “Current Token Passcode”
can be found on the paper instructions sent with the Token.

Make sure you document the password in a secure place. If you forget the
password, your certificate will be permanently locked and you will need to
purchase a new Token.

2. Click “Yes” when prompted with the Security Warning

Security Warning

You are sbout to install a cenificate from a centification sutherity (CA)
L. coimingto represent;

DST ACES CA X6

not validate that the cer

e is actually from “DST ACES
"DST ACES CA X6".

Do you want to install this certificate?

S [ |

3. Open an Internet Explorer browser and go to http://identrust.com/install

4. Enter your “Secure Activation Code” (located on the paper instructions sent with the Token)
5. Enter the “Account Password” you created when you first applied online

NOTE: This is not the Token password you set up in Step 1.
6. Follow the prompts to retrieve your IGC Certificate

NOTE: Do not close your browser or click the “Back” button at any time during the

retrieval process or it may cause the system to void your retrieval.

To test your certificate (optional):
1. Open a web browser and go to https://secure.identrust.com/tsapp/retrieve-verify-instr.jsp

2. Follow the prompts to complete the process
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CHARTMAKER® CLINICAL CONFIGURATIONS

The following steps will need to be taken by someone in your practice in order to configure
ChartMaker® Clinical for e-prescribing controlled substances.

Office Hours

This configuration will allow you to set your practice’s office hours. Any person who logs in and
performs EPCS after the designated office hours will be logged to the daily incident report for
the provider’'s review. NOTE: This feature is available as of ChartMaker® Medical Suite 2015
(fv 5.7).

To designate Office hours:
1. In Clinical, go to Edit > System Tables > Office Hours

2. Click the dropdown for each day of the week to configure the Start and End of your office
hours

NOTE: If your office is closed, click the checkbox for “Closed” for the corresponding day.

3. Click “OK”

Logical Access

The Logical Access privilege allows the selected user the ability to administer EPCS capabilities
to qualified practitioners. (It does not give the ability to physically e-prescribe controlled
substances) At least 2 users will need to be assigned this privilege with one of them being an
EPCS-enabled provider with a linked token.

To designate users for Logical Access:

1. In Clinical, go to Edit > System Tables > Users

2. Highlight the user

3. Click “Properties”

4. In the Privilege option box, select “Logical Access”
5. Select the “Authorized” radio button for Level

6. Click “OK”

7. Repeat steps 2 — 6 for any additional users

8. Click “Close”
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Prescriber Setup

Prescriber Setup is applicable to all e-prescribing functionality whether it is a controlled
substance or not. All providers and practice locations must be set up through this dialog prior to
e-prescribing any medication.

To configure Prescriber Setup:
1. In Clinical, go to Edit > System Tables > Electronic Prescribing > Prescriber Setup

2. Highlight the Provider and Location
NOTE: If there are no Locations for the selected Provider, click “Add” and skip to Step 4.
3. Click “Edit”
4. Fillin the applicable information, including SPI and DEA number, if not already present
5. Click the checkbox for “EPCS Enabled”
6. Click “OK”
7. Repeat steps 2 — 6 for any additional providers

8. Click “OK” to close the Prescriber Setup dialog

EPCS Token Linkage
Linking the IdenTrust Token to the applicable provider within ChartMaker® Clinical must be

completed one-time per provider (i.e. token holder). Token Linkage is not required to be done

on every computer the provider intends to e-prescribe from. The Token Linkage option will only

be available to users that are configured with the EPCS SureScripts service level rights on the

Health Portal and have "EPCS Enabled” selected in Prescriber Setup.

To link a Token:

1. Log into Clinical as the provider and go to Edit > System Tables > Electronic Prescribing >
EPCS Token Linkage

2. Insert the token into a USB port on your computer

3. Click “Load”

4. Select the certificate and click “OK”

5. Click “Link”

6. Click “OK” on the confirmation dialog
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EPCS Prescriber Authorization

The EPCS Prescriber Authorization will grant the ability for an individual provider to electronically
prescribe controlled substances. The user logged in when attempting to complete this step must
to have their “Logical Access” privilege set to “Authorized” in order for the EPCS Prescriber
Authorization menu option to be available.

To send the Authorization Request:

1. In Clinical (logged in as someone other than the Prescriber you are attempting to authorize),
go to Edit > System Tables > Electronic Prescribing > EPCS Prescriber Authorization

2. Select the applicable Prescriber

3. Select the user from the “Logical Access User” dropdown that you want to receive the
authorization request

4. Click “Authorize”

5. Click “Yes”

6. Click “Close”
NOTE: A To Do List notification will then be sent to the user you selected in Step 3.

To approve the Authorization Request:

1. In Clinical (logged in as the EPCS Prescriber), double-click on the red To Do List
notification titled, “EPCS Authorization Approval Requested”

2. Insert the IndenTrust Token into your computer

3. Click “Approve”

4. Type your IdenTrust Token password

5. Click “OK”

6. Click “OK” on the confirmation dialog
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E-prescribing a controlled substance is not much different than prescribing a non-controlled
substance. There are only several fields that differ or may be required.

To e-prescribe a controlled substance:
1. In an office visit note, click the “Medication” button ()

Alternative Method: Use the options available (to add or renew) when you right-click
on the medication from the Face Sheet.

2. Choose “Add Medication” (or “Renew Medication”)

3. Search for and select the controlled substance medication

4. Enter all appropriate fields and click “Next”
NOTE: Select “E-Prescribe” in the Transmission field. If the medication is a Schedule I
controlled substance, a date must be entered in the Earliest Fill Date field and may only
be issued with a Refill value of 0.

5. Select the Location (if necessary) and the patient's Pharmacy
NOTE: If prescribing a controlled substance, you must select a pharmacy that has the

“EPCS” designation next to their name and have your IdenTrust token (see below)
inserted into your computer.

Sample IdenTrust Token:
6. Click “Ready to sign”
7. Click “Sign and Send”

8. Enter your Token Passcode and click “OK”

@ Token Logan u

L4UBS 0S4k
5 sec@l

@afeNet. SafeNet Authentication Client

Enter the Token Passcode.

Token Mame: IdenT st Token

Token Passcode:

Current Language: EM

) (o]
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EPCS Audit Trail

The Audit Trail will display any action related to the EPCS functionality taken by a user in
ChartMaker® Clinical.

To view Audit Trail information:

1.

2.

3.

In Clinical, go to Chart > Audit > EPCS Audit Trail and Drug Log...
Modify the “From” and “To” fields in Date Range, if applicable

(Optional) Uncheck any unnecessary Actions or Outcomes in the “Custom Report” section to modify
the results to be displayed

(Optional) Select the Metadata dropdown and enter a Search Value to search for specific criteria,
such as specific patient or medication

(Optional) Uncheck “Show only incidents” if you would like to see all records and not just ones
designated as “incidents”

Click “Refresh Report”

NOTE: If the Audit Trail was opened inside of a patient’s chart, the information displayed will be
patient-specific.

To save a copy of the Audit Trail:

1.

2.

3.

4,

Generate the report by completing steps 1-6 detailed in “To view Audit Trail information”
Click “Save As Text” to save as a .txt file or “Save as HTML" to save as a .html file
Designate a File name

Click “Save”

Controlled Substance Drug Log

The Controlled Substance Drug Log will display individual prescription information for any
controlled substances electronically prescribed by a user in ChartMaker® Clinical.

To generate a new Controlled Substance Drug Log:

1.

2.

3.

In Clinical, go to Chart > Audit > EPCS Audit Trail and Drug Log...
Click the “Controlled Substance Drug Log” tab

On the “New Report” tab, select the appropriate Provider

Select the Start and End Date to set the time range for this report
Click “Generate Report”

NOTE: Every time you click “Generate Report”, the system is creating a new Drug Log that can
then be accessed through the Report Archive sub-tab.
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To view a previously generated report:
1. Inthe Controlled Substance Drug Log tab, click the “Report Archive” sub-tab at the bottom

2. Click “Previous Reports...”

3. Select the applicable Drug Log

E Controlled Substance Drug Log Archive

Prowider

Doctor, Medical (MD)
Doctor, Medical (MD]
Doctor, Medical (MD]
Doctor, Medical [MD]
Surgeon, Sammy [S5)
Surgeon, Sammy [S5)
Doctor, Medical (WMD)
Surgeon, Sarmmy [S5)
Surgeon, Sarmmy [S5)

Start Date

0-01-2015
0-01-2015
0-01-2015
01-01-2015
11-01-2014
03-01-2014
11-01-2014
11-01-2014
11-01-2014

End Date

(02-26-201 5
(02-26-201 5
(0z-26-201 5
(02-26-201%5
12-05-2014
12-05-2014
12-05-2014
12-05-2014
11-30-2014

Filter by provider: | [All Providers)

[F=5 e =)

Generated By Generated Date

uzer 02-26-2015 02:30:46 P
uzer 02-26-2015 02:30:46 P
uzerl 02-26-2015 02:30:46 P
uzerl 02-26-2015 02:30:44 P
ugerl 12-05-2014 12:35:18 P
ugerl 12-05-2014 12:33:03 P
uzerl 12-05-2014 12:32.54 P
mdr 12-05-2014 12:31:53 PM
SYSTEM 11-30-2014 01:16:43 P

“iew Report Cancel

4. Click “View Report”

NOTE: If the Drug Log displays “SYSTEM” in the Generated By column, this indicates
that it was an automated Monthly Drug Log and not manually created.

To save a copy of a New Report or an Archived Report:
1. Generate the report by completing steps detailed in “To generate a new Controlled
Substance Drug Log” or “To view a previously generated report”

2. Click “Export...”

3. Select a Location and Designate a File name

4. Click “Save”
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Daily Incident Report

The Controlled Substance Daily Incident Report will appear on the To Do List for any user that
has the Logical Access user privilege set to “Authorized”. It will contain a summary of any
actions related to the EPCS functionality taken by a user in ChartMaker® Clinical for that day.

The DEA requires all providers to view this log and report any suspicious activity to STI
Computer Services and the DEA within 1 business day of receiving it.

To view a Controlled Substance Daily Incident Report:
1. In Clinical, double-click on the To Do List reminder labeled, “REQUIRED: Controlled Substance
Daily Incident Report Reminder”

2. Review the information

3. Click “Close” to close the audit dialog

Monthly Drug Log

The Controlled Substance Monthly Drug Log will appear on the To Do List for any EPCS-
authorized provider who has electronically prescribed controlled substances. It will contain a
summary of all controlled substance prescriptions electronically prescribed by a user in
ChartMaker® Clinical for the previous month.

The DEA requires all providers to view this log and report any suspicious activity to STI
Computer Services and the DEA within 7 calendar days of receiving it.

To view a Controlled Substance Monthly Drug Log:
1. In Clinical, double-click on the To Do List reminder labeled, “REQUIRED: Controlled Substance
Monthly Drug Log Reminder”

NOTE: If the user logged in is not the provider associated with the report, you will be prompted to
select which Drug Log you would like to view first. Highlight the report and click “View Report”.

2. Review the information

3. Click “Close” to close the audit dialog

Configuring Distribution Lists

To manually add (or remove) a user to receive the Daily Incident Report or Monthly Drug Log:
1. Goto To-Do > New Message/Task...

2. Click “To...”

3. Highlight Controlled Substance Daily Report Notification or Controlled Substance Monthly Drug
Log Notification

4. Click “Edit...”
5. Select the applicable user(s)
6. Click “Save”

7. Click “Cancel” twice
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If suspicious activity is identified through the Audit Trail, the daily report or the monthly drug log,
it must be reported to the DEA. If suspicious activity is identified on the daily report, it must be
reported within 1 business day. If suspicious activity is identified on the monthly drug log, it
must be reported within 7 calendar days of the start of the month.

To report suspicious activity to STI Computer Services:
1. Save a copy of the log containing suspicious activity

TIP: See instructions on how to “Save a copy of the Audit Trail” on page 24 or how to
“Save a copy of a New Report or an Archived Report” on page 25.

2. Open a web browser and go to www.sticomputer.com

3. Click “News” and then “EPCS”
4. Click the link for “Submit an incident report”

5. Download the Incident Report Form and follow the steps to submit the form and a copy of
your log to STI Computer Services, Inc.

> Submitting Incident Reports

IFyou have noticed suspicious activity related to EPCS in the
ChartMaker® Clinical audit trail or automated logs,the EPCS prescriber

muskt report the event to their vendor as well as the DEA within 1

business day.

Per federal regulations, the Daily Incident Report should be reviewed

within 1 business day of receiving it and the Monthly Drug Log should be
reviewed within 7 ca ' jdent Report to STI,
please download ouf Incident Report B here

To report suspicious activity to the DEA:
1. Save a copy of the log containing suspicious activity

TIP: See instructions on how to “Save a copy of the Audit Trail” on page 24 or how to
“Save a copy of a New Report or an Archived Report” on page 25.

2. Call the DEA and proceed with the instruction they provide
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In addition to the information presented below, providers should also review the Drug
Enforcement Administration Code of Federal Regulations (http://tinyurl.com/ov2bajl), specifically

sections 1306 and 1311, which cover in more detail the practitioner’s responsibilities for
prescribing controlled substances using an electronic prescription application. Section 1311.102
specifically addresses responsibilities of the Practitioner.

1. Provider must register for their token and certificate from IdenTrust in his/her own name.

2. Afterinstalling the SafeNet driver that comes with your token from IdenTrust, you must change the
token “Automatic logoff after token inactivity (in minutes)” setting to “Always” so that you are
prompted to enter your token password for each controlled substance medication that is prescribed
(see instructions on page 16).

3. Provider is only allowed to link a single token to his/her user in Clinical.

4. Provider should always be in sole possession of their token. This token and passcode should not be
given to any other person.

5. Provider should not allow any other user to log into Clinical with his/her credentials and electronically
prescribe controlled substances using his/her token.

6. Provider should not login as a different provider and use their token to prescribe controlled
substances.

7. Provider should report stolen or misplaced tokens to IdenTrust immediately.

8. Only a Practice user with Clinical administrative rights should assign the Logical Access privilege to
users for EPCS administration.

9. The Practice user that is requesting authorization for a prescriber to perform EPCS must verify that
the prescriber is in good standing with the DEA prior to sending the request to a provider for approval.

10. Provider is required to review the daily incident report for each day and report any suspicious or
unauthorized activity to the DEA and EHR vendor within one business day. The incident report
contains many actions, some of which might be valid, but it is up to the person reviewing the report to
decide if it is an authorized action or not. Provider will receive a To-Do list message each day which
serves as a shortcut to viewing this report.

11. A Practice user must enter the general office hours in the screen that can be accessed through Edit >
System Tables > Office Hours. Any person who logs in and performs EPCS after the designated
office hours will be logged to the daily incident report for the provider’s review.

12. Provider is required to review the monthly drug log report at the end of each month and report any
unauthorized prescriptions to the DEA and EHR vendor within seven business days. Provider will
receive a To-Do list message on the 1% of each month which serves as a shortcut to viewing this
report for the previous month.

13. When prescribing a medication for detoxification treatment (ex. Subutex, Suboxone, Zubsolv) a
NADEAN# will be required to be entered accurately in the Notes to Pharmacist field on the Prescribe
Medication screen.

14. When prescribing GHB (ex. Xyrem) a medical reason will be required to be entered accurately in the
Notes to Pharmacist field on the Prescribe Medication screen.

15. Provider should not exceed a 90 day supply on any Schedule Il controlled substance medication.

16. Provider must ensure that the Earliest Fill Date for consecutive controlled substance prescriptions are
accurate.

17. Providers need to stay current with their state and local regulations regarding the prescribing of
controlled substances.
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Term Definition

Controlled An addictive or behavior-altering drug or chemical whose manufacture,

Substance possession, or use is regulated by law, typically declared illegal for sale or
use, but may be dispensed under a physician's prescription.

DEA

(Federal) Drug Enforcement Administration

DEA Registrant in

Good Standing

Any medical practitioner that has a DEA registration, state authorization to
practice and, where applicable, state authorization to dispense controlled
substances that are still current and in good standing. The DEA expects
this will be done simply by checking the latest certificates.

EPCS

Electronic Prescribing of Controlled Substances

Token

A cryptographic key stored on a hardware device (i.e. cell phone, smart
card, etc) rather than on a general purpose computer. A hard token is a
tangible, physical object possessed by an individual practitioner.

Identity Proofing

Verification that a person is who s/he claims to be and must be conducted
by credentialed service providers or certification authorities approved by
the General Services Administration (GSA). ldenTrust will perform identify
proofing prior to authorizing the purchase of a hard token.

Ind|V|_d_uaI A physician, dentist, veterinarian, or other individual licensed, registered or

Practitioner otherwise permitted, by the United States or the jurisdiction in which they
practice, to dispense a controlled substance in the course of professional
practice, but does not include a pharmacist, a pharmacy, or an institutional
practitioner.

InSt'tl.Jt.'onal A hospital or other person (other than an individual) licensed, registered or

Practitioner

otherwise permitted, by the United States or the jurisdiction in which it
practices, to dispense a controlled substance in the course of professional
practice, but does not include a pharmacy.

Logical Access

A user privilege in the EMR software allowing the selected user the ability
to administer EPCS capabilities to qualified practitioners. This is not the
privilege that allows a provider to electronically prescribe a controlled
substance, but more of an administrative privilege.

Prescriber The act of permitting a ChartMaker® Clinical user and IdenTrust Token
Authorization holder the ability to electronically prescribe controlled substances.
Reportable Security events that represent successful attacks on the application or
Incidences other incidents in which someone gains unauthorized access.

Two-Factor The act of providing unambiguous identification of users by means of the
Authentication combination of two different components. The factors must include 2 of the
(2FA) following: something you know (i.e. password), something you have (i.e.

hard token), something you are (i.e. biometric information).
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BUREAU OF NARCOTIC ENFORCEMENT: EPCS REGISTRATION FOR
PHYSICIAN ASSISTANTS

Print, complete and submit the form on the following page if you practice in the state of New
York and have a Physician’s Assistant that needs to notify the BNE of their intent to
electronically prescribe controlled substances through ChartMaker® Clinical.
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mimigreeatikoutierso Practitioner EPCS Registration

Amendmenis to Title 10 NYCRR Part 80 Rules and Regulations on Controlled Substances, adopted on Mardh 27, 2013, authorize a practitioner in
Mew York State o issue an electomic presoription for controlled substances (EPCS) in Schedules 1T throwgh V. The practitioner must comply with all
other State and federal requirements for issuing a prescription for a controlled substance as specified in Artide 33 of the Public Health Law, Title
10 of the NYCRR and Title 21 of the Code of Federal Requlations. Pursuant to 10 NYCRR §80.64(b, a practitioner shall use an eledironic prescaribing
applbication that is consistent with federal requirements to process electronic prescriptions for controlled substances and shall register the certified
electroniic prescribing computer application that will be wsed with the New York State Depariment of Health [Department]. Bureau of Naromtic
Enforcement. The federal seurity requirements for EPCS are induded in the Drug Enforcement Administration Interim Final Rule, 31 CFR §1300

et seq., and can be accessed via the followding link: hitpe/ www.deadiversionusdejgov/ecommfe_ .

To issue elecironic prescriptions in compliance with New York State rules and regulations, this registration and attestation must be compleied.
The attestation herzin cannot be completed unkess federal requirements have been med, including identity proofing of the practitioner and receipt
of two-fadior authentication. Please retum the completed Practitioner EPCS Registration form and attestation to the email address provided belowe
& coqy of your DEA certification or third party audit approving your electronic prescribing software application must be available for inspection by
Depariment personnel

Pradtitioner Name
*4 Physioens Assistant must oitoch o st of therr Supenising Physican{s) with their comesponding NYS license
number and OEA registrobion number

NYS License Number DEA Numbser for NYS

Pradtitioner Email Address

Practitioner Telephone Number

Hame of Certified E-presohbing Software Application Sofiware Version Certified

Hame of Software Application Provider {Company Nama)

Attestation: | affirm that | hawve received a DEA cerfification or third party audit that the eledronic prescribing software application

listed above meets federal security requirements for issuing electronic prescriptions for controdled substances. [ have met all federal
security requirements, including identity proofing and receipt of two-facior authentication as required for Electromic Prescribing of
Controfled Substances.

IF I become aware or am notified of amy issues which render the software application non-compliant with federal regulations or if 1 switch
to a different software application, [ will not use the application to isswe electronic prescriptions for controlled substances until all federal

reguirements are met and the application has been registered. When the software is once again comipliant, | will register the new
certification with the Bureau of Narcotic Enforcement.

Practitioner Signature Date ! !

Print Name

Please email the compleied form to nanootici@heakthstate mus with “Practitioner EPCS Registration™ in the subject line.

NYSD0H Burean of Marcotic Enforcement
Practitioner EPCS Registration
Riverview Cemter
150 Broadeway
Albamy, NY 17204
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A

Audit Trail - 24, 27
Automatic logoff after token inactivity (in minutes) -
17, 28

B

Best Practices - 28
Bureau of Narcotic Enforcement (BNE) - 13, 14, 30

Identity Proofing - 29

IdenTrust Token - 15, 19, 21, 22, 23, 28, 29
Incident Reporting - 27

I-STOP - 13

C

Certificate - 4, 19

Controlled Substance Daily Incident Report - 26, 28
Controlled Substance Daily Report Notification - 26
Controlled Substance Drug Log - 24

Controlled Substance Monthly Drug Log - 26, 28

Controlled Substance Monthly Drug Log Notification -

26

L

Logical Access - 20, 22, 26, 28, 29

(0]

Office Hours - 28

D

DEA - 27, 28, 29

Detoxification Treatment - 28

Distribution Lists - 26

Drug Enforcement Administration Code of Federal
Regulations - 28

P

Prescriber Authorization - 29

Prescriber Setup - 21

Prescription Monitoring Program (PMP) - 13
Previous Reports - 25

E

Earliest Fill Date - 28

Enroliment, ChartMaker Medical Suite - 4
Enrollment, IdenTrust - 4

Enrollments, Additional - 13

EPCS Audit Trail and Drug Log - 24

EPCS Authorization Approval Requested - 22
EPCS Enabled - 21

EPCS Prescriber Authorization - 22

EPCS Token Linkage - 21

E-prescribing a Controlled Substance - 23

R

RDP - 18

Registration for Official Prescription and e-Prescribing
Systems (ROPES) - 14

Report Archive - 24, 25

Reportable Incidences - 29

REQUIRED Controlled Substance Daily Incident
Report Reminder - 26

REQUIRED Controlled Substance Monthly Drug Log
Reminder - 26

S

SafeNet Driver - 15, 28
Schedule Il Controlled Substance - 28

G

Generate Report - 24
GHB - 28

T

Two-Factor Authentication - 4, 29

H

HCS - 13
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Verification Code - 12
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Trainer: Phone:

STI ChartMaker Medical Suite Support: 1-800-487-9135

NOTES:
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Date

Version

Changes

3/5/15

5.x

Initial Release

Page | 34

Updated 3/5/2015

Electronic Prescribing of Controlled Substances (EPCS)



